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Food Defense SOP 
Policy: CFI has a basic food defense program in place that covers various security measures with an aim of to preventing and deterring deliberate tampering with food items delivered/stored on site.
Purpose: This SOP provides an overview of the company food defense program. The term food defense is also known as food security or bio-security.

Scope: Facility physical security, incoming material security, employee security, visitor/contractor security, and data security.
Responsibility: QA manager is responsible for the editing of the SOP with content being supplied by all levels of management. Implementation of the SOP and storage of related documents is the responsibility of the various departmental managers.
Procedure(s): 

1.0
Facility Physical Security Overview
1.1
The entrances and all areas are under 24 hr video surveillance.
1.2 Gates in and out of the facility kept locked.
1.3 No outside stored products or supplies. All materials are to be brought inside if used for shipping. 

1.4 All packaging is fully shrouded and stored in a manner to protect from deliberate overhead contamination.

1.5 All building personnel doors, goods-in (receiving) and goods-out (shipping) doors and windows are either fitted with locks or cannot be opened from the outside.
1.6 Buildings are secure at night and whenever the facility is not running.

1.7 Peripheral building used for long term storage of packaging, parts etc. that are not in daily use and visited frequently are kept locked at all times.

1.8 Sensitive areas e.g. chemical storage is also kept locked at all times.

1.9 Keys are distributed on an as needed basis. 

1.10 A current log of who has what keys is maintained. See key log 
1.10.1 Keys are returned if a staff member leaves the company or changes roles within the company.
1.10.2 Where deemed appropriate locks are changed e.g. dismissal of a disgruntled worker who had been issued keys.
1.11
Combination codes are distributed on an as needed basis.

1.11.1
All employees within the DSA have codes to the interior doors.
1.11.2
Codes are changed annually for interior doors.
1.12
Some areas of the operation have alarms and cameras fitted; these areas are usually where sensitive or valuable materials are stored. Access to alarm codes and also security camera records is restricted to specific personnel only.

2.0
Incoming Material Security

2.1 All incoming materials (raw materials, packaging, chemicals, etc.) should arrive from approved suppliers and have a PO number, see SOP Suppliers This SOP explains the handling of incoming materials and what occurs if a material arrives from an unapproved source and/or is lacking a PO number.
2.2 Incoming QA check for security issues as part of the overall incoming inspections. Looking for any signs of tampering e.g. opened containers, shrink wrap issues, any tell tale powder deposits, any issues with the truck locks/seals and any anomalies with the documentation.

2.3 Materials are stored in various places with differing levels of security, all within the secure compound. See section 1.0 of this SOP, Facility Physical Security Overview for more details.
2.4 Stock /inventory records are maintained. 

2.4.1 For items like commodity raw materials and finished goods, these are continuous inventory records – these are reconciled (e.g. computer inventory versus physical inventory) when there is a needed but at least 3 times per month).
2.4.2 For long term storage items e.g. chemicals, packaging etc., there are physical inventory checked on a monthly basis (see record Chemical Inventory Log). These inventories can be reconciled e.g. inventory check versus incoming receipts versus usage records when there is an issue.
3.0 Employee Security

3.1 Employee identity  cards:-

3.1.1 When starting with the company employee’s are issued with unique identification cards, these include a photograph, name and an ID number. This card is has to be on the employee’s person at all times when on site. 

3.1.2 If an employee leaves the company, the identity card is returned.
3.1.3 If an employee loses their identity card, then they have to report the loss immediately. A new card is issued.
3.2 Employees are assigned parking spots and must park in those spots only.
3.3 Employee training.

3.3.1
Employees are trained regarding site security in their orientation training and also as part of the ongoing training program (at least annually). The training includes:-

· Site physical security policies

· Employee ID card rules

· Car parking rules

· Sensitive areas in the operation e.g. chemical stores
· Rules on not being allowed to take or store personnel items including break-time foods within the production and storage areas

· Access to computers and documentation

· Incoming materials issues

· Visitor and subcontractor security policy

· Empowerment to report any suspicious issues and activities
3.3.2
The training records are maintained on file by the human resources department. Training records contain:
· The title of the training

· A short description of the training and referral to the source materials used

· Who gave the training

· Who attended

· Date and time

· Where relevant, certificates or other forms of individual records are also stored in individual personnel files.

3.4 Compliance Department is requested to stay current of food defense developments within the industry, to attend external training as needed.
3.5
Where deemed necessary background checks are performed on personnel who are involved with sensitive operations, for example chemical store room employers, critical control point operators and security employees.
4.0 
Visitor/Contractor Security

4.1 All visitors/contractors have to stop and identity themselves to the Dock Customer Servce at the gates going into the compound.. The DCS will note the visitor/contractor name, their company names, vehicle registration number, date, time of entering the site and date, time of leaving the site.
4.2 All visitors/contractors have to report to the main reception area initially and sign in the visitors log book. 
4.2.1 The visitors/contractors log records the information:-
· Date

· Visitor/contractor name

· Visitor/contractor company

· Purpose of their visit

· Who they are visiting

· Visitor badge number

· Visitor signature

· Time in

· Time out

These details are noted on form Visitor Sign In Sheet. 

4.2.2
Visitors/contractors are requested to provide proof of identification e.g. drivers license, business cards etc.
4.3 When visitors/contractors are signing in the log book they can request a copy of the Food Safety/Food Defense Policies:
4.3.1 Site food safety rules, especially:-
· Following all GMP rules as required by signs and the visitor/contractors host

· Hand washing rules
· Wearing appropriate garments

· Eating, drinking and smoking on site

· Handling  food and touching food contact surfaces is prohibited unless permitted by the visitors host
4.3.2 Site food defense rules, especially:-
· Visitors/contractors are issued a badge at the start of the visitor, which must be on their person at all times and returned at the end of the visit
· Visitors/contractors protective garments are specific color which identifies them as visitors
· Visitors/contractors are required to be accompanied by a member of staff at all times when touring the production  and storage areas
· No personnel bags, camera’s or other materials are allowed into the facility without management permission
· Visitors cannot access the computer network without the IT department permission
4.3.3 Site personnel safety rules, especially:-
· Visitors/contractors are required to be accompanied by a member of staff at all times when touring the production  and storage areas
· Attention moving vehicle hazards

· Attention to hazardous production equipment

· Attention to hazardous chemicals on site

· Attention to slippery conditions in wet production and storage areas
· Attention to high level storage

4.4 The visitors/contractors when signing the log book, are stating that they agree to follow by these rules stated above in 4.3.
4.5 Visitors/contractors are not allowed to be in the production and storage areas by themselves, unless specific management permission is granted.

4.6 Contractors who are going to be on site either for a long duration or on a frequent basis maybe given temporary company ID cards.
4.7 Visitors and contractors are not allowed to take any samples or equipment off site without written authorization.

4.8 Visitors and contractors are not allowed to take photographs without the written permission of their host (and also permission to take a glass lens camera into the facility).

5.0
Data Security

5.1 All computer data is password protected. Passwords are rotated regularly.

5.2 All computer data is stored on the main server which is backed up at least daily onto an offsite mirror server.

5.3 All paper documents are stored in locked offices and/or locked filing cabinets when not in use.

6.0 Recording Security Issues

6.1 Any security issues are recorded using unusual occurrences form Notice of Unusual Occurrence and Corrective Actions (NUOCA) Record.
7.0 Management Review
7.1 In view of the serious nature of food defense issues and the fact that they should be a rare occurrence, any food defense issues are reviewed at the next convened food safety committee meeting in order to ensure that the corrective and preventive actions were adequate.

